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Abstract: Quantum cryptography communication, which provided unconditional security by means of quantum key
distribution and one-time pad encryption, has become one focus of communication academia and industry. The
quantum key distribution protocol, devices, and network architecture were reviewed. The security loopholes and
quantum hacking schemes of practical system were analyzed. Corresponding security countermeasures were
summarized. Recent progress of measurement-device-independent quantum key distribution was also introduced. In
the end, the security challenge, development direction and prospects of quantum cryptography communication were
also discussed.
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